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About the Tralner
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* MikroTik Certified Trainer \

* MTCNA, MTCRE, MTCINE, MTCWE, MTCTCE,
MTCUME, MTCIPv6, MTCSE, MTCSWE, MTCEWE

Marco Boschini

* Founder CorsiMikroTik.it
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» <] marco@corsimikrotik.it
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YouTube

Marco Boschini Corsi MikroTik

https://www.youtube.com/corsimikrotik

Marco Boschini Corsi MikroTik

@corsimikrotik - 599 iscritti - 56 video

Impara ad utilizzare i router MikroTik con Marco Boschini >

corsimikrotik.it

Iscriviti

Home Video Shorts Playlist Community

w Popolari Meno recenti
MIKROTIK WIRECUARD MIKROTIK WIRECUARD VIDEORISPOSTA J i\  { :

»

é VPN é

® ROUTING @
Videorisposta: domanda VLAN con

VPN MikroTik Wireguard site-to-site con Come configurare una VPN tra due sedi con
MikroTik.

routing dinamico BGP. Introduzione a BGP... MikroTik Wireguard.
133 visualizzazioni * 2 giorni fa 63 visualizzazioni * 3 giomni fa

COME CONFIGURARE
DHCP CLIENT
DOMANDA SU vi AN _ DEFAUT ROUTE .05

Come configurare DHCP Client e default
route! Corso ZeroMikroTik e MikroTik...

CONFICURAZIONE

SITE-TO-SITE 11-03

106 visualizzazioni * 14 ore fa 173 visualizzazioni * 1 giorno fa
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https://www.youtube.com/corsimikrotik

Telegram
Corsi MikroTik

t.me/corsimikrotik

Canale Corsi MikroTik
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https://t.me/corsimikrotik

Goals

* Understand how a router works

* Understand how a PC can communicates on the internet
* Understand what DNS is for

* Understand how a DHCP Server works

* Understand how to capture a DNS requests from your LAN

FlashStart + MikroTik Flash&start® \ Cors|
INTERNET PROTECTION “ Mikro Tik

Marco Boschini — marco@corsimikrotik.it 5



How a router works

Masquerade

Public IP Private IP

Cloud1 R4 Switch1

— 192.168.10.0/24
0 th T -
w- eth >, € et 12 e

172.16.0.1/24

eth3

172.16.0.0/24

el
eth( eth(

172.16.0.2/24

FlashStartCloudBox-1 PC-webterm-1 PC-webterm-2
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Routing

* Routing uses IP addresses, not site names (e.g. google.com)

FlashStart + MikroTik
Marco Boschini — marco@corsimikrotik.it

Route List

o || X | |

Dst. Address

Gateway

> 0.0.0.0/0

192.168.200.1

ether1-WAN

*

Jitems out of 9
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How a PC can communicate on the internet

Masquerade

Public IP Private IP

Cloud1 R1192.168.10.1/24

— T n 192.168.10.0/24
w'ﬂ eth’ 2. €& h?2
—

172.16.0.1/24

Switch1

eth3

172.16.0.0/24

el
eth(

172.16.0.2/24

FlashStartCloudBox-1 PC-webterm-1 PC-webterm-2
192.168.10.254/24

Default route 0.0.0.0/0
gateway=192.168.10.1
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Routing

Livello APPLICATION (dati)

Processi di rete e applicazioni.

Web browser

Livello PRESENTATION (dati)

Presentazione dei dat, cifratura

Livello SESSION (dati)

Controllo/comunicazione tra applicazioni.

Livello TRANSPORT (segmenti)

Connessioni End-to-End, affidabilita.

TCP/UDP

Livello NETWORK (pacchetti)

Assegnazione e traduzione degli indirizzi (IP)

|IP Address

MAC Address Livello DATA LINK (struttura)

Indinzzamento hisico, MAC Address, LLC.

Livello FISICO (bits)

Media, segnale e trasmissione binaria.

FlashStart + MikroTik
Marco Boschini — marco@corsimikrotik.it

Livello NETWORK (pacchetti)

Assegnazione e traduzione degli indirizzi IP.

Livello DATA LINK (struttura)

Indirizzamento fisico, MAC Address, LLC.

Livello FISICO (bits)

Media, segnale e trasmissione binaria.

Livello APPLICATION (dati)

Processi di rete e applicazioni.

Livello PRESENTATION (dati)

Presentazione dei dati, cifratura

Livello SESSION (dati)

Controllo/comunicazione tra applicazioni.

Livello TRANSPORT (segmenti)

Connessioni End-to-End, afhidabilita.

Livello NETWORK (pacchetti)

Assegnazione e traduzione degli indirizzi (IP).

Livello DATA LINK (struttura)

Indirizzamento fisico, MAC Address, LLC.

Livello FISICO (bits)

Media, segnale e trasmissione binaria.

OLNJNVINSAVINI
DECAPSULAMENTO
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D NS What Is the IP Address of

www.google.com?

The IP Address IS
Masquerade 142.250.180.174

Public IP Private IP

Cloud1 R1192.168.10.1/24

— 192.168.10.0/24
0 th Q -
w' eth -}."{- ethZ
—

172.16.0.1/24

Switch1

eth3

172.16.0.0/24

el
eth(

172.16.0.2/24

FlashStartCloudBox-1 PC-webterm-1 PC-webterm-2
192.168.10.254/24

C:\Users\Marco>ping google.com

Esecuzione di Ping google.com [142.256.180.174] con 32 byte di dati: Default route 0.0.0.0/0
Risposta da 142.256.180.174: byte=32 durata=tms TTL=118 gateway=192.168.10.1
Risposta da 142.2568.180.174: byte=32 durata=Ums TTL=118

FlashStart + MikroTik Flash&start® |
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How a DHCP Server works

°* Devices in a LAN can recelve IP address, subnet mask, gateway and
DNS from DHCP Server

DHCP Networks Leases Options Option Sets Option Matcher Alerts

+ = O T
Address Gateway DNS Servers Domain WINS Servers Next Server
192.168.10.0/24 192.168.10.1 8888
m] B3|l DHCP Network <192.168.10.0/24> =] E3
General Queues Script 0K Address: IErRGERIEVPL * OK
Name: |dhcp1 * Cancel Gateway:  192.168.10.1 v Cancel
Interface: ether2-LAN v Apply Netmask: v Apply
" | [_osme oo You can send the DNS
. ) . DNS Servers: |18 8388 _
Lease Time: | 00:30:00 T Copy i
11 e i - Domain: v
: IP Address to the clients
Address Pool:  dhcp_pool0 ¥ WINS Servers: \ 4
Remove
DHCP Option Set: v NTP Servers: v
CAPS Managers: -
Server Address: v
MNext Server: v
Delay Threshold: v
Boot File Name: v
Authoritative: yes ¥ DHCP Options: =
Bootp Support: | static ¥ b

Marco Boschini — marco@corsimikrotik.it 11 INTERNET PROTECTION
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How a DHCP Server works

* DORA Process
* Discover

* Offer

* Request

* Acknowledge

FlashStart + MikroTik
Marco Boschini — marco@corsimikrotik.it

Discover
————————————————————————————————

Source IP address: 0.0.0.0

Destination IP address: 255.255.255.255

Source MAC address: MAC address of DHCP clients
Destination MAC address: FF:FF:FF:FF:FF:FF

Offer
qi--------------------

Source IP address: IP Address of DHCP Server
Destination IP address: 255.255.255.255

Source MAC address: MAC address of DHCP Server
Destination MAC address: MAC address of DHCP clients

Request

Source IP address: 0.0.0.0

Destination IP address: 255.255.255.255

Source MAC address: MAC address of DHCP clients
Destination MAC address: MAC address of DHCP server

Acknowledge

Source IP address: IP Address of DHCP Server
Destination IP address: 255.255.255.255

Source MAC address: MAC address of DHCP server
Destination MAC address: MAC address of DHCP clients

Flashastart® 9 Corsi
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How a PC can communicate on the internet

* A device In a LAN can set parameters manually

FlashStart + MikroTik
Marco Boschini — marco@corsimikrotik.it

Generale

0 Utilizza il sequente indirizzo IP:

; Indirizzo IP:
Subnet mask:

Gateway predefinito:

Server DMS preferito:

Server DMS alternativo:

. [ Convalida impostazioni all'uscita

E possibile ottenere ['assegnazione automatica delle impostazioni IP se la
rete supporta tale caratteristica. In caso contrario, sara necessario
richiedere all'amministratore di rete le impostazioni IP corrette,

5 () Ottieni automaticamente un indirizzo IP

Ottieni indirizzo server DMNS automaticamente

0 Utilizza i sequenti indirizzi server DNS:

192,168 , 10 ., 1 %

|E.E.E.Ek—
R

Avanzate...

QK Annulla

13
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How to capture a DNS requests from your LAN

* DNS requests are transmitted using the UDP port 53 protocol,
and protocol TCP port 53 If the size of the request exceed the 512

bytes.

°* You can change the destination IP address of this packets and send the
DNS request to FlashStart DNS Server (e.g. 185.236.104.104).

* FlashStart respond with the correct IP address only for the request that
are permitted

* FlashStart respond with a “block” IP address if the request Is intended
for a prohibited or malicious site.

FlashStart + MikroTik Flasha&starte ) LOrsr
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Firewall filter

Packet Flow

Here you can change FORWARD t MANGLE FILTER ACCOUNTING
the destination IP Address FORWARD FORWARD L )
Firewall fllter _ _ [

Src 192.168.88.254
Dst 8- 888

Dst 185.236.104.104

DST-NAT

MANGLE
PREROUTING

HIB GLOBAL MANGLE
(QUEUE TREE) OUTPUT

SIMPLE CONNECTION HTB GLOBAL
QUEUES TRACKING (QUEUE TREE)

RAW
OUTPUI

INTERFACE
QUEUE TREE

Src 192.168.88.254

Dst 8.8.8.8 INTERFACI
FlashStart + MikroTik Flash&Start@) CO!"S! |
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Change the destination of the DNS Reg

uests

NAT Rule <53= NAT Rule <53=
General | Advanced Extra Action Statistics 0K General Advanced Extra Action  Statistics OK
_|-> Chain: |pEGER — Cancel _l—b Action: dst-nat +* Cancel
Src. Add : Appl Appl
rc. Address v pply o PRy
de e v Disable e - Disable
Src. Address List: v T e
Dst Address List: - - ﬁ To Addresses: | 185.236.104.104 e,
opy Copy
s To Ports: |53 -
— Protocaol- 17 (udp} & | A Remove Remove
Src. Port: v Reset Counters Reset Counters
— Dst. Port: 23 F'S Reset All Counters Reset All Counters
Any. Port: v
— In. Interface: ether?-LAN ; r N
QOut. Interface: v
In. Interface List: v
Out. Interface List: v
Packet Mark: v
Connection Mark: v .
enabled enabled
IP > Firewall > NAT > Add (+)
FlashStart + MikroTik Flasha&astart® Corsi
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Change the destination of the DNS Requests

NA. Rule <53= El m NAT Rule <53=
General | Advanced Extra Action Statistics 0K General Advanced Extra Action  Statistics OK
—_ Chain: v || * Cancel w—  Action: dst-nat ¥ Cancel
i 5 Appl
Src. Address v Apply e pply
Dst. Address: "' Disable Log Prefix - Disable
e Addiess HEt i comment To Add 185.236.104.104 comment
) s
Dst Address List v m—) 0 Addresses: |165.236.104. o
Copy opy
ﬁ To Ports: |53 N
— Protocol: 6 (tcp) ¥ A Remove Remove
Src. Port: v Reset Counters Reset Counters
w—  Dst Port- 53 A Reset All Counters Reset All Counters
Any. Port: v
——) |1 |nterface: ether2-LAN v a
Out. Interface: v
In. Interface List: w
Out. Interface List: w
Packet Mark: w
Connection Mark: w .
T enabled
IP > Firewall > NAT > Add (+)
FlashStart + MikroTik Flasha&starte Corsi
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I:I aS h Start What is the IP Address of

The IP Address Is
Masquerade 185.236.107.107 (FlashStart)

Public IP Private IP

Switch1

Cloud1 R1102.168.10.1/24
/nf“_““—\l n ' T 192.168.10.0/24
\wih 0 eth1 _ ."{- eth2
—

172.16.0.1/24

eth3
172.16.0.0/24

eth(

root@PC-webterm-1:~¥ ping sex.cCcom
PING sex.com (185.23b.1u/.1u/) 5b184) bytes of data.
64 bytes from host-pool-185-236-1087-107.flashstart.com (185.236.187.107): 1icmp_s

PC-webterm-2

eq=1 ttl=56 time=15.3 ms
64 bytes from host-pool-185-236-107-107.flashstart.com (185.236.1687.1687): 1cmp_s

eq=2 ttl=56 time=15.2 ms PC-webterm-1

192.168.10.254/24

Default route 0.0.0.0/0
gateway=192.168.10.1

FlashStart + MikroTik I‘:Iasl'las-l-ar-l-® OIS}
INTERNET PROTECTION q M!kro T!k

Marco Boschini — marco@corsimikrotik.it 18



IP Packet

Bit0 Bit4 Bit8 Bit16 Bit 31

Version (4) IHL (4) I TOS/Type of Service (8) [ Total Lenght (16)

TTL/Time to live (8) Protocol (8) Header Checksum (16)

Qanrra ID.Addrace N

Destination IP-Address (32)

Options Padding (8)

FlashStart + MikroTik Flashastarte
Marco Boschini — marco@corsimikrotik.it 19 INTERNET PROTECTION




MikroTik DNS Relay

DNS Settings

* You can use MikroTik Router as a DNS

185.236.105.105 Cancel

R e I ay Dynamic Servers: Apply

OK

o O

* RouterOS requests DNS from the server e ¥ lowTomoe pess
If It IS nOt present In ItS CaChe GuerySewerTimemut; 2000 S

* RouterOS responds directly if the DNS
requeSt IS present In ItS CaChe Max. Concurrent TCP Sessions: |20

Cache Size: | 2048 KB

(Speed imprOvement) Cache Max TTL: | 1d 00:01:00

Cache Used: 27 KiB

IP > DNS

FlashStart + MikroTik Flash&start® _OrS|
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Redirect

* Special DST-NAT

* Redirect packets to the router itself

FlashStart + MikroTik Flashastart® ~OrSI
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Redirect

NAT Rule <53=
General
ﬁ Chain:

S Protocol:
Src. Port:
———)  Dst Port:
Any. Port:

ﬁ In. Interface:

QOut. Interface:

Src. Address:
Dst. Address:
Src. Address List:
Dst. Address List:

In. Interface List:

Out. Interface List:

Packet Mark:
Connection Mark:

Advanced Extra Action Statistics

OK

dstnat

[ ]

17 (udp)

4|

[ ]

23

[ ]

ether2-LAN

|

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

enabled

IP > Firewall > NAT > Add (+)

FlashStart + MikroTik

Marco Boschini — marco@corsimikrotik.it
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NAT Rule <53=

Log Prefix:

To Ports:

General Advanced Extra Action ‘Staljsﬁ{:s

— Acion T

. |Log

OK

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

enabled

Flash&Sstart®

INTERNET PROTECTION
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Redirect

\

IP > Firewall > NAT > Add (+)

FlashStart + MikroTik
Marco Boschini — marco@corsimikrotik.it
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NAT Rule <53> =] E3 NAT Rule <53>
General | Advanced Extra Action Statistics 0K General Advanced Extra Action ‘ Statistics OK
— Chain v * Cance — cion: [ ¢ Canc
Src. Address: hd Apply [JLog Apply
Dst. Address: v Disable Log Prefix Disable
Src. Address List: v T T
Dst. Address List: v Copy ToPorts: Copy
o Protocol: | | |6 (tcp) v A Remove Remove
Src. Port: v Reset Counters Reset Counters
A Dst Port: | | 153 - Reset All Counters Reset All Counters
Any. Port: v
s In. Interface: | | |ether2-LAN v a
Out. Interface: v
In. Interface List: v
Out. Interface List: v
Packet Mark: v
Connection Mark: v
enabled enabled

Flash&Sstart®
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CloudBOX

Masquerade

Public IP

Cloud1

@ eth1 2> & |—(eth?

FlashStart + MikroTik
Marco Boschini — marco@corsimikrotik.it

R1192.168.10.1/24
T

Private IP

192.168.10.0/24

Switch1

b
172.16.0.1/24

72.16.0.0/24

2.16.0.2/24

FlashStartCloudBox-1

24

PC-webterm-1
192.168.10.254/24

PC-webterm-2

Flash&Sstart®
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CloudBOX

* Virtual Machine (VMWare, Proxmox, Hyper-V)
* Local DNS Cache
* Multiple Profile

* Data export

FlashStart + MikroTik Flashastart® ~OrSI
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MikroTik Training

* New certification
* Certifications renewal ONLINE

* https://corsimikrotik.it/contatti

SCAN ME

ZeroMikroTik
Marco Boschini

© mikroTik @) MIKroTIK
MTCIME MTCRE

) MIKroTikK

MTCWE

§) MIKroTik
MTCEWE

|@m||{rmT|H |

MTCNA

‘ @ MIKroTik \

) MIKroTIK

MTCSWE

) MIKroTIK

MTCSE

) MIKroTIK

MTCIPv6E
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https://youtube.com/corsimikrotik

Q&A?

* Sito Web corsimikrotik.it

* YouTube https://youtube.com/corsimikrotik

* Canale telegram https://t.me/corsimikrotik

ZeroMikroTik Flasha&starte . |
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