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The DNS protocol
It is one of the oldest protocols on the Net.

It was born in late 1983.

It is a fundamental and pervasive pillar and because of 
that...

can become our great “Ally”.



The protective DNS

 Optionally can 
integrate content 

filtering

 Integrates a service 
to identify malicious 
and dangerous sites

 Uses the normal DNS 
protocol for operation

 

Uses the techniques 
of “DNS Firewall”



Several actors enter the field in the 
Defense...  

 

DNS Protection
 

Firewall
 

IPS / IDS

 Antivirus  DPI



The DNS protocol is available
in the mode...

 

 

Protocol 53/UDP 
(tradizionale)

 

DNS over Https 
(DoH)

 

DNS over TLS 
(DoT)

 DNS over Quic 
(DoQ)



DNS provides important statistics, 
trends, and valuable indicators for 

securing one's Network.

It is an immediate glimpse into the 
ecosystem.



Most blocked sites
 
“The type of sites most blocked in enterprise network browsing.” (Source: the findings exposed in 
FlashStart's Threat report).

Threat Report 2025 FlashStart



The most common attacks
 

“The most frequent types of attacks in 2024.” (Source: the findings exposed in FlashStart's Threat 
report).

Threat Report 2025 FlashStart



In the training of a Network 
Admin, DNS is one of the first 

concepts you learn.
And so it was in my early days, 

long before FlashStart



 

How our journey
to discover the (Cyber) world began...



 

Over 10 years as
MSP / Networking Consultants



 

In addition to Servers and networks, we also 
installed and configured Firewall and Security 

 platforms 
(e.g., OpenDns)



From our point of view,
something was perhaps missing...
We wanted a global platform but 

with of Italian inspiration.



 

An idea was born:
a secure DNS with quality and simplicity 

Italian, but with a global outlook



 

How it happened
the design...



The technological design 

 

Anycast Network
(in primis)

 

Firewalling and 
load balancing

 

Secure DNS 
resolver 

 

Dashboard
 

Blacklist Database 
and update

 

Ecosystem of 
related services



Each DNS node is equipped with... 

 

Perimeter firewall
 

Load balancer
 

BGP

 One or more 
backend DNS 

resolvers

 

Connection with 
Master nodes



Master knots  

 Provide services
internal/external 

API

 

They support global 
DNS nodes

 

They are located 
around the world

 

Distribute the load in 
Global Network

 

They offer the 
services of Stop 

Pag



 
Global nodes

broken down by Region

https://www.endian.com/it/partners/
distributori/



 
Datacenter  
in Italy

 
 



 

Expansion in 
all of Europe

 
 



 

USA



 

Asia 
Pacific 

 
 



 

Oceania
 
 



 

Africa 
 
 



 

Oceania
 
 



Global anycast worldwide
 
 



Some (very) important notes 

 Internet is 
inescapable from 

DNS

 DNS must be fast 
(latency < 10ms)

 

DNS must not lose 
Query

 

Global DNS should 
be monitored



On BGP and latency, specifically. 

 It does not always 
“land” in the 

“nearest” server

 Transportation, 
peering, and 

routing policies

 Community BGP 
are important 

(and a lot!)

 Packet loss should 
always be 
evaluated



Bare metal vs Cloud Servers 

 

Evaluation of 
failover routes

 

Analysis of history 
by Area

 

Performance and 
investment

 

Query loss 
guarantee < 0.01%



 

The FlashStart Dashboard















Disponibilidad de Filtro para redes 
y dispositivos móviles







A Valid Analysis Tool 



 

Benchmarking global



 The Independent Benchmark for DNS:
guarantees a check every minute from 200+ 

locations



 



 



 



 
Top 5 filtering DNS comparison 

 

 
 



 

Global uptime last 7 days
 

 
 



 
DNS Performance 

 

 
 



 

FlashStart is the 
fastest secure 
DNS!

 
 



Increase the resilience
and reliability of DNS



 

Le Federation
● Peaks management.
● DDOS management.
● Management of degraded nodes.



 BGP re-routing
● Quality monitoring.
● Monitoring unreplied.
● Monitoring packetloss.
● Instant re-routing action.



The role of AI is 
critical
Currently, FlashStart's artificial intelligence provides:

● 98.5% of domains predicted correctly.
● More than 10K new domains per day.
● Support for more than 45 languages.



Future developments...Passive DNS. 

It is based on Domain > IP Address 
analysis

and is efficient when scaled to large 
numbers.

The role of AI in the context is important.



Q & A



Thank you
for listening !!!
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