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Historical background
● Internet Governance
● IANA, Jon Postel
● IETF
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Cyberspace

The Three Layers of Martin Libicki (Cybersecurity Scholar)

Physical Layer: composed of the physical components of cyberspace (submarine cables, 
antennas, satellites, fiber optics, etc.);

Syntactic Layer: composed of protocols, rules, and the natural properties that govern the 
functioning and interaction of the various physical components of cyberspace;

Semantic Layer: the result of the interaction between the first two layers; this layer provides 
meaning and ensures the functionality and significance of the processes occurring in the lower 
layers.
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Internet Governance
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34. A working definition of Internet governance is 
the development and application by governments, 
the private sector and civil society, in their respective 
roles, of shared principles, norms, rules, 
decision-making procedures, and programmes that 
shape the evolution and use of the Internet.

TUNIS AGENDA FOR THE INFORMATION SOCIETY
18 November 2005
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Jon Postel
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Jon Postel, Internet pioneer (1943-1998)
[RFC 77, 127, 128, 139, 145, 158, 165, 204, 229, 236, 268, 295, 317, 318, 322, 324, 328, 346, 347, 348, 349, 429, 433, 
489, 516, 580, 587, 604, 640, 659, 661, 678, 690, 694, 706, 717, 718, 719, 730, 750, 753, 754, 755, 759, 760, 761, 762, 
764, 765, 766, 767, 768, 769, 770, 774, 776, 777, 788, 790, 791, 792, 793, 795, 796, 821
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Jon Postel
RFC editor dal 1969

Numbering czar dal 1972

La legge di Postel (RFC 1122):

Be liberal in what you 
accept, and conservative 

in what you send
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ICANN84 Annual General Meeting
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ROUGH CONSENSUS (RFC 2418)
The Rough Consensus Process: it is not necessary for all participants to 
agree (although this is preferable), but the dominant viewpoint expressed 
within the IETF working group should prevail.
A general agreement should be sought, which typically emerges through a 
natural selection of the arguments presented by the working group 
members.
Ultimately, it is the working group chair who determines whether rough 
consensus has been reached.
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Domain names

● Hierarchies (root server)

● Registries (gTLD, ccTLD)
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ccTLD

.it

.eu

.de

.ch

.tv

...

gTLD

.com

.net

.org

.info
…
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Infrastructure domain: ARPA
Infrastructure sub-domain:

as112.arpa, e164.arpa, home.arpa, in-addr.arpa, 
ip6.arpa, in-addr-servers.arpa, ip6-servers.arpa, 

ipv4only.arpa, iris.arpa, uri.arpa, urn.arpa
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Generic Restricted TLD

.biz, .name, .pro
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Sponsored TLD

.aero, .asia, .cat, .coop, .edu, .gov, .int, 
.jobs, .mil, .mobi, .museum, .tel, .travel
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test TLD

 .example, .invalid, 
.localhost, .test
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Names and Numbers
192.0.2.1

198.51.100.254
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192.0.2.1
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TCP/UDP 53
[Paul_Mockapetris]
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Paul Mockapetris, Internet pioneer
[RFC 822, 883, 973, 1034, 1035, 1101, 1183]
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1987

1993
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Protocol

● Domain name space e Resource Records

● Name servers

● Resolvers
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The software that 
fetches data from 
name servers when 
clients make requests

Three Core Components of DNS
Domain name space e Resource Records

Name Servers

Resolvers

Elements of a 
Hierarchical Naming 
System with Data 
Associated with Each 
Name

The server software 
that stores 
information about the 
hierarchical structure 
and the corresponding 
data set

RFC 1034
November 1987
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Domain name space e Resource Records

RFC 1034
November 1987

Elements of a 
Hierarchical Naming 
System with Data 
Associated with Each 
Name

Three Core Components of DNS
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Domain name space e Resource Records

CLASS
IN - internet
CH - chaos

TTL Time To Live, durata di un Resource Record

TYPE

A - host address
CNAME - host alias
HINFO - host information
MX - mail exchanger
NS - authoritative name server
PTR - pointer to a section of the domain
SOA - source of authority
TXT - text

RFC 1034
Novembre 1987

(HS - hesiod) ← RFC2929

Three Core Components of DNS
Elements of a 
Hierarchical Naming 
System with Data 
Associated with Each 
Name
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A host IPv4 address
AAAA host IPv6 address
CAA authorized certification authorities(RFC8659)
CERT certificate in the DNS (RFC4398)
CNAME map a domain
DNAME map more domains
DNSKEY DNSSEC public key (RFC4034)
DS delegation signer DNSSEC (RFC4034)
HINFO historically host info. Today RFC8482
LOC host location (RFC1876)
MX mail exchanger (with priority)
NS name server

NSEC DNSSEC not existence(RFC4034)
PTR pointer to CNAME (reverse zone)
RRSIG Resource Record signature(RFC4034)
SMIMEA domain→certificate for sender auth
SOA source of authority
SPF sender policy framework (obsoleted, now TXT)
SRV more servers for a domain with weight and priority
SSHFP ssh public key in the DNS (RFC4225)
TLSA for standard DANE (RFC6698)
TXT text also on multiple lines
URI map host on domain (RFC7553)

Domain name space e Resource Records (RR)
Three Core Components of DNS
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Domain name space e Resource Records

RFC 1034
November 1987

Three Core Components of DNS
Elements of a 
Hierarchical Naming 
System with Data 
Associated with Each 
Name
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RFC 1034
November 1987

Three Core Components of DNS

Name Servers

The server software 
that stores 
information about the 
hierarchical structure 
and the corresponding 
data set
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RFC 1034
November 1987

Name Servers

The server software 
that stores 
information about the 
hierarchical structure 
and the corresponding 
data set

Three Core Components of DNS
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Resolvers

RFC 1034
November 1987

Three Core Components of DNS

The software that 
fetches data from 
name servers when 
clients make requests
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Resolvers

RFC 1034
November 1987

Three Core Components of DNS

The software that 
fetches data from 
name servers when 
clients make requests
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IN-ADDR.ARPA e IP6.ARPA (Address and Routing Parameter Area)
Special infrastructure TLDs for mapping IP addresses (IPv4 and IPv6) to hostnames (number-to-name 
resolution)

Address numbers   10.   2.   0. 52 can be seen in the following domain name:

52.0.2.10.IN-ADDR.ARPA.

4     3      2    1

1        2      3       4

Address numbers 2001:db8::10:2:0:52 can be seen in the following domain name:

2.5.0.0.0.0.0.0.2.0.0.0.0.1.0.0.0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.IP6.ARPA.
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RFC 2826 IAB Technical Comment on the Unique DNS Root, maggio 2000

To remain a global network, the Internet requires the existence of a
globally unique public name space. The DNS name space is a
hierarchical name space derived from a single, globally unique root.
This is a technical constraint inherent in the design of the DNS.
Therefore it is not technically feasible for there to be more than
one root in the public DNS. That one root must be supported by a set
of coordinated root servers administered by a unique naming
authority.
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RFC 2826 IAB Technical Comment on the Unique DNS Root, maggio 2000

The requirement for uniqueness within a domain further implies that 
there be some mechanism to prevent name conflicts within a domain.  
In DNS this is accomplished by assigning a single owner or maintainer 
to every domain, including the root domain, who is responsible for 
ensuring that each sub-domain of that domain has the proper records 
associated with it.  This is a technical requirement, not a policy choice.
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DNS between Security and Privacy

● DNS over TLS
● DNS over HTTPS
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https://dnsprivacy.org
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PRIVACY

RFC 7626

- QNAME and source IP (and maybe source port)
- Cache of resolvers
- Eavesdropping on the Cable, Authoritative Servers, 

and Recursive Resolvers
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PRIVACY

Strict Privacy

In other words, privacy is a functional requirement: 
without it, the system won't work. It relies on an 

authenticated and encrypted connection.
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PRIVACY

Opportunistic privacy

In other words, privacy is not required for the system 
to function, but it is preferred when available.
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DoT, DNS over TLS

RFC 7858
Preventing Query Surveillance — Promoting Privacy
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DoT, DNS over TLS

TCP → Handshake TLS

Over the encrypted channel, the client sends a query and the 
server responds. Ideally, both should reuse the same TCP 
session for subsequent messages, to reduce the overhead of 
establishing new connections.
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DTLS, DNS over Datagram TLS

RFC 8094 (experimental)
Preventing Query Surveillance — Promoting Privacy
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DTLS, DNS over Datagram TLS

UDP → Handshake TLS
Once the DTLS handshake is successfully completed, the connection is 
encrypted and protected against eavesdropping. Encryption also 
provides, to some extent, assurance of data integrity. However, to 
achieve stronger protection against attackers attempting to 
impersonate a legitimate server, it is essential that the server itself is 
authenticated.
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DoH, DNS over HTTPS

RFC 8484

Queries and responses via HTTP URIs over TLS (i.e., HTTPS)
Transport follows the rules of the HTTP protocol: the client formats a query according to a 
predefined model and sends it to the server using either the GET or POST method.
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DoH, DNS over HTTPS

RFC 8484

The server is required to support at least HTTP/2.

Privacy is ensured through encryption and server authentication

Security depends on the robustness of the underlying TLS protocol.
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DNSSEC

Problem:
DNS responses may be tampered with or originate from a 

malicious (poisoned) source.
Solution:

Apply digital signatures to the data to ensure authenticity 
and integrity.
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Cryptography

Public-key cryptography. For each domain name (zone), there exists a 
key pair: a public key and a private key. On one side, the zone 
administrator uses the private key (kept secret and securely stored) to 
sign the domain-related data and generate digital signatures. On the 
other side, the public key is published within the zone itself, so that 
anyone can freely access it and use it to verify the authenticity of the 
DNS data.
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RESOLVER
The resolver queries the public key found in the zone and uses it to verify 
whether the DNS data is consistent with the signatures, also present in 
the zone, that were previously generated by the zone administrator using 
their private key. The resolver can return two types of responses to the 
user: Positive, if the verification of the signed data succeeds with the 
public key; Negative, if the verification fails — raising a reasonable 
suspicion that some kind of attack may be underway.
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ISPs at the Crossroads of 
Cybersecurity and Censorship
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Italy: The Current Landscape
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Censorship: Two Contexts of Implementation

Content 
Publication
Prevent the content from being made 

available online (or take it down if it has 
already been published)

Content 
Consumption

Impose restrictions on Internet users to block 
access to censored content
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Why Censorship?

Collective 
Interests

such as the fight against child 
pornography

Individual 
Interests

such as the protection of 
copyright
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Techniques of Censorship

DNS

Redirecting to a Dedicated 
Explanatory Landing Page

ROUTING

IP Blackholing Based on Blocklists
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Questions?
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