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Cyberspace

The Three Layers of Martin Libicki (Cybersecurity Scholar)

Physical Layer: composed of the physical components of cyberspace (submarine cables,
antennas, satellites, fiber optics, etc.);

Syntactic Layer: composed of protocols, rules, and the natural properties that govern the
functioning and interaction of the various physical components of cyberspace;

Semantic Layer: the result of the interaction between the first two layers; this layer provides

meaning and ensures the functionality and significance of the processes occurring in the lower
layers.
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Internet Governance
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TUNIS AGENDA FOR THE INFORMATION SOCIETY

18 November 2005

34. A working definition of Internet governance is
the development and application by governments,
the private sector and civil society, in their respective

roles, of sharec
decision-makir

shape the evolu

&) Anto

principles, norms, rules,
g procedures, and programmes that
tion and use of the Internet.
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Internet governance timeline

Dec 98
Internet
Corporation for
Mar 90 Assigned
Jan 87 Internet Names and
Internet Assigned Numbers Dec 03 Apr 06
Engineering Numbers May 94 ) (ICANN) World Summit Internet )
Task Force Authority Routing Arbiter Manaaes DNS on Information Governance et 1o .
(IETF) (IANA) Database A funciions  Society (WSIS) Forum (IGF) IANA Functions
Manages (RADbD) 4 ot Facilitates Apr 14 Transitions to
Implements NETmundial Global Internet
Initiative (NMI) Community
J J
|
‘ "’% % {
May 89 Jan 93 Apr 97 Dec 02 Oct 04 May 10 Aug 16
Réseaux IP  Asia-Pacific American Registry  Latin American African Network  North American Public Technical
Européens  Network for Internet and Caribbean Information Network Identifiers (PTI)
(RIPE) Information Numbers (ARIN) Internet Centre (AFRINIC) Operators Group gns globally
Manages [P Centre Manages IP Addresses Manages IP (NANOG) unique identifier
(APNIC) addresses Registry (LACNIC) Coordinates

Manages |
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Manager -
LIR/NIR GNSO
Registrar

Registrant
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larna Jon Postel

DISTRIBUTING INTERNET ADDRESSES
AND MANAGING THE ENTIRE DOMAIN
NAME SYSTEM.
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IN MEMORIAM

Zavseaz  |on Postel o D donaran . posel

Executive Director and Founder, Internet Assigned Numbers Authority

R F C e d i‘[O I’ d a | l g 6 g Director, Computer Networks Division, Information Sciences Institute
RFC Editor; Trustee, Internet Society

Internet Networking Pioneer and Visionary

L]
N u | | I b e rl n [Za r d a | l 9 7 Z A memorial for Dr. Postel was held on November 5, 1998 at 11 a.m. in the Bovard
Auditorium of the University of Southern California. The memorial service was

webcast by USC.

La legge di Postel (RFC 1122): BT

Jon Postel: Internet Architect and Caretaker
Jon Postel, Who Helped Create the Internet, is Dead at

° °
: Jon Postel, Internet Pioneer, Dies at 55 after Heart Surgery
: Jon Postel, Influential Internet Pioneer, Dies
Net Mourns Passing of Giant

: Internet Founding Father Dies
: JANA Chief Jon Postel Dies

)
: Internet Pioneer Jon Postel Dies at 55
: Head of Internet Domain-Names Group Dies
’ Postel Memorial Webcast Set for Nov. 5

Postel Eulogized as Humble Genius

°
was the Director of ISI's
. Computer Networks Division, based in
7 Marina del Rey, California. He also held

leadership positions in several Internet
infrastructure activities. He was founder
and head of the Internet Assigned
Numbers Authority, RFC Editor, and
chief administrator of the .US domain. He
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|[CANN84 Annual General Meeting

25 icann84.sched.com N K b}

ICANN84 | Annual General Meeting

-

@ ANNUAL
GENERAL
ICANN MEETING

i 9

Please log in to your previous account or sign-up for a new account on sched.com. Registration for ICANN84 does not automatically create a user account on
sched.com. (Learn how to use Sched.com and personalize your schedule or export the entire event schedule.)

ICANN84 Annual General Meeting will be held in Dublin, Ireland at The Convention Centre Dublin from 23-30 October 2025.

Show More Vv

About Schedule Search D 04‘;

ICANN84 | Annual General Meeting

Mark your calendars for the October 25, 2025. Keep checking back for event registration, speaker announcements, and more details. Need
answers ASAP? Reach out to our event planning team at kimberly.carlson@icann.org for info and more.
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ABOUT v TECHNOLOGIES ¥ MEETINGS ¥ PROCESS v PARTICIPATE ¥ SUPPORT US ¥ News & blog Q Search

1 ET F

A > Meetings

IETF 123 Madrid

19 Jul 2025 - 25 Jul 2025
IETF 123 starts Saturday 19 July and runs through Friday afternoon, 25 July.

The |[ETF Hackathon and |[ETF Codesprint take place on the weekend. Events to help new participants get
the most out of IETF meetings begin on Sunday afternoon. Participants should plan their travel accordingly.
An introduction to IETF meetings provides an overview of how to prepare for and get the most out of
sessions all week.

Key details

Meeting Registration v Venue Information v/

Register Registration Fee Waivers Venue and Hotels Preferred Air Carrier Childcare
Terms and conditions Participant List Floor plans  Participant wiki (local information)

Visa and LOI information Meeting_network and technology.

Participation Information v Additional Events v
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IETF 123 Madrid
[ETF 124 Montreal
I[ETF 125 Shenzhen

Upcoming_meetings
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Interim meetings
IETF Hackathons
Code Sprint
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ROUGH CONSENSUS (RFC 2418)

The Rough Consensus Process: it is nat necessary for all participants to
aoree (although this is preferable), but the dominant viewpoint expressed
within the [ETF working group should prevail.

A general agreement should be sought, which typically emerges through a
natural selection of the arguments presented by the working group
members.

Ultimately, it is the working group chair who determines whether rough
consensus has heen reached.
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Domain names

® Hierarchies (roat server)
o Registries (gTLD, ccTLD)
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ARPA - Ad0ress and Routing Parameter Are

Infrastructure domain: ARPA
Infrastructure sub-domain:

asl11¢.arpa, el64.arpa, home.arpa, in-addr.arpa,
In6.arpa, in-addr-servers.arpa, ipb-Servers.arpa,
IpvAonly.arpa, Iris.arpa, url.arpa, urn.arpa

ELoge S
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1L

Generic Restricted TLD

DIz, .name, .pra
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Sponsored TLD

4ero, .asla, .cat, .coop, .edu, .gov, .Int,
Jobs, .mil, .mobi, .museum, .tel, .trave

ELoge S


http://creativecommons.org/licenses/by-nc-sa/4.0/

L

test TLD

example, .invalid,
localnost, .test
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Roat servers locations

Leaflet | Map data © OpenStreetMap contributors

As of 2024-11-17T20:55:07Z, the root server system consists of 1916 instances operated by the 12 independent root server operators.



http://www.root-servers.org/
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TCP/UDP §

cexveez Paul_Mockapetris]
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Paul Mockapetris, Internet pioneer

[RF( 82¢, 883,973, 1034, 1035, 1101, 1183]
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Number Files Title Authors Date More Info Status

RFC 1034 ASCII, PDF, Domain names - P — Errata, Obsoletes RFC 973, RFC 882, RFC 883, Updated by RFC 1101, RFC 1183, RFC 1348, RFC 1876, Internet
part of STD 13 | HTML, HTML with | concepts and i OVEMDE | RFC 1982, RFC 2065, RFC 2181, RFC 2308, RFC 2535, RFC 4033, RFC 4034, RFC 4035, RFC 4343, RFC 4035 e

ilneerrata | facilities Mockapetris | 1987 | RrC4502. RFC 5936, RFC 8020, RFC 8482, RFC 8767 Standard F( £ Ji t or
o . 2 Historic
RFC 974 scI Mail routing (changed

w Al i o : January
part of STD 10 PDF :n:t;:\ne domain | C. Partridge 1986 Obsoleted by RFC 2821 from Internet
‘ L4 Standard) ]_ g 87
Obsoletes RFC 973, RFC 882, RFC 883, Updated
o by RFC 1101, RFC 1183, RFC 1348, RFC 1876,
S—— Domaln:names RFC 1982, RFC 1995, RFC 1996, RFC 2065,
nart of STD. 13 ASCII, implementation P.V. November | RFC 2136, RFC 2181, RFC 2137, RFC 2308, Internet
partofsI.ls PDF andp Mockapetris | 1987 RFC 2535, RFC 2673, RFC 2845, RFC 3425, Standard
specification RFC 3658, RFC 4033, RFC 4034, RFC 4035
RFC 4343, RFC 5936, RFC 5966, RFC 6604,
RFC 7766, Errata
DNS encoding
ASCII, | of network P.V. 5
RFC 1101 PDF names and Mockapetris April 1989 | Updates RFC 1034, RFC 1035 Unknown
other types
CiE:
Everhart,
L.A. Updates RFC 1034, RFC 1035, Updated by
RFC 1183 Sl | T Mamakos, ?;;%ber RFC 5395, REC 5864, RFC 6195, REC 6895, Experimental
— R. Ullmann, Errata
P.V.
Mockapetris
RFC 1348 ASCIL | pNS NSAPRRs | B. Manning | July 1992 | Obsoleted by RFC 1637, Updates RFC 1034 Experimental
PDF RFC 1035
An Experiment
RFC 1383 £5CIL | in DNs Based | C. Huitema | December Experimental
e IP Routing
ASCII, 2 A. Cooper, December 3
RFC 1386 PDF The US Domain | ", o0 1992 Obsoleted by RFC 1480 Informational
Relationship of
Telex
ASCII, | Answerback = January 7
REC 1394 PDF Codes to P. Robinson 1993 Informational l g 9 -7]
Internet
Domains
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Correspondence
between the Internet
REC 1401 £SCIl | 1ABand DISA | Architecture | Jatu2™ Informational ,
A on the use of Board [ 3
' Editor
Using the
Domain Name
ASCII, | System To R. . l g 9 3
RFC'1464 PDFE Store Arbitrary Rosenbaum May 1993 | Errata Experimental
String
Attributes
ASCII, x A. Cooper, .
RFC 1480 PDF The US Domain 3. Postel June 1993 | Obsoletes RFC 1386 Informational
A Security
Problem and
Proposed
RFC 1535 AscIl, Correction With | E. Gavron October Errata Informational
PDE : 1993
Widely
Deployed DNS
Software
Common DNS A. Kumar,
Implementation | J. Postel, C.
RFC 1536 %’ Errors and Neuman, P. ?;;c;ber Informational
. Suggested Danzig, S.
Fixes Miller
Common DNS
ASCII, | Data File P: October .
RFC 1537 PDF Configuration Blsiais 1993 Obsoleted by RFC 1912 Informational
Errors
Domain Name
ASCII, | System March .
RFC 1591 PDF Stiuckhireand J. Postel 1994 Informational
Delegation
Historic
(changed
I—— ASCII, | DNS Server MIB | R. Austein, | 1. qq, L’forgosed
o PDF Extensions J. Saperia Standard 1994
October
2001)
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Historic

(changed
" from
ASCII, | DNS Resolver R. Austein,
RFC 1612 PDF | MIB Extensions | J. Saperia | M2y 1994 Proposed
Standard
October
2001)
DNS NSAP :
RFC 1637 ASCIL, Resource B: Marining; June 1994 | Obsoletes RFC 1348, Obsoleted by RFC 1706 Experimental
PDE R. Colella
Records
Using the C:
Internet DNS to | Allocchio,
ASCII, | Distribute A. Bonito, August .
RFC 1664 PDF RFC1327 Mail B. Cole, S. 1994 Obsoleted by RFC 2163 Experimental
Address Giordano,
Mapping Tables | R. Hagens
DNS NSAP ;
RFC 1706 ASCIL | pesource B. Manning, | October | p,55jetes RFC 1637 Informational
PDF R. Colella 1994
Records
. C. Farrell
DNS Encoding 4
RFC 1712 ASCIL, of Geographical b Schulze, Navember Errata Experimental
PDF Location S. Pleitner, 1994
D. Baldoni
RFC 1713
b P ASCII, | Tools for DNS November .
a.k.a. FYI 27 PDF debugging A. Romao 1994 Informational
Historic
(changed
ASCII, | ICMP Domain . 4 from
RFC 1788 PDF Name Messages W. Simpson | April 1995 | Obsoleted by RFC 6918 Experimental
Eebruary
2013)
ASCII DNS Support
RFC 1794 PDF ! | for Load T. Brisco April 1995 Informational
e Balancing

&
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A Means for C. Davis, P.
ASCII, | Expressing Location Vixie, T. January .
RFC 1876 PDF Information in the Goodwin, L. 1996 Updates RFC 1034, RFC 1035 Experimental
Domain Name System Dickinson R' C *
RFC 1886 ASCII, | DNS Extensions to S. Thomson, December | Obsoleted by RFC 3596, Updated by Proposed £ ltm
| SRR, PDF support IP version 6 C. Huitema 1995 RFC 2874, RFC 3152 Standard
Common DNS l g 9 6
RFC 1912 ﬁsgn' Operational and D. Barr I;Sg%uary Obsoletes RFC 1537 Informational
P Configuration Errors
( ASCII, | Serial Number August Proposed
RFC 1982 PDF Arithmetic R. Elz, R. Bush 1996 Updates RFC 1034, RFC 1035 Standard
ASCII, | Incremental Zone August Proposed
RFC 1995 PDF Transfer in DNS M. Ohta 1996 Updates RFC 1035, Errata Standard
A Mechanism for
ASCII Prompt Notification of - August Proposed
RFC 1996 PDF ' Zone Changes (DNS P: Vixie 1996 Updates RFC 1035 Standard
NOTIFY)
A DNS RR for A.
RFC 2052 ;\S[(::II, specifying the location | Gulbrandsen, ?;;%ber Obsoleted by RFC 2782 Experimental
T of services (DNS SRV) P. Vixie
. D. Eastlake
REC 2086 ASCII, | Domain Name System 3rd. C January Obsoleted by RFC 2535, Updates Proposed
P PDF Security Extensions fi 1997 RFC 1034, RFC 1035 Standard
‘ Kaufman
. . P. Vixie, Ed.,
—— ASCII, Dynamic l_lpdates in S. Thomson, ) Updates RFC 1035, Updated by Proposed
RFC 2136 PDF the Domain Name Y. Rekhter. J April 1997 | RFC 3007, RFC 4035, RFC 4033, Standard
— System (DNS UPDATE) Blound e RFC 4034, Errata
RFC 2137 ASCII, :e:;:;%on:::i:ame D. Eastlake April 1997 Obsoleted by RFC 3007, Updates Proposed
—— PDF V! 4 3rd P RFC 1035 Standard
Update
Using the Internet
DNS to Distribute
RFC 2163 £SCIL | MIXER Conformant C. Allocchio e e e A S it i lg 9 8
g Global Address e
Mapping (MCGAM)
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Updates RFC 1034, RFC 1035,

Clarifications to the RFC 1123, Updated by RFC 4035, Proposed
RBEC 2181 DNS Specification R.Elz, R. Bush | July 1997 | prc o535 REC 4343, REC 4033, Standard
RFC 4034, RFC 5452
Selection and R. Elz, R.
%P 16 Operation of Bush, S. July 1997 Errata Best Current
a.k.a. BLE 1o Secondary DNS Bradner, M. Y T Practice
Servers Patton
%p 17 Use of DNS Aliases for M. Hamilton, October Best Current
a.x.a.blr 1/ Network Services R. Wright 1997 Practice
Key Exchange
RFC 2230 Delegation Record for R. Atkinson r;lg;smber Informational
the DNS
A Legal Basis for Nevambar )
RFC 2240 Domain Name 0. Vaughan 1997 Obsoleted by RFC 2352 Informational
Allocation
S. Kille, M.
Using Domains in Wahl, A.
REC 2247 LDAP/X.500 Grimstad, R. Jg;gary Updated by RFC 4519, RFC 4524 gzgf‘zgﬁg
Distinguished Names Huber, S.
Sataluri
o g Updates RFC 1034, RFC 1035
Negative Caching of R
2 March Updated by RFC 4035, RFC 4033, Proposed
BEC. 2308 S QUi s YN, MpRRdiEWE: | 1den RFC 4034, RFC 6604, RFC 8020, Standard
NCACHE)
Errata
Domain Names and J. Klensin, T.
RFC 2345 Company Name Wolf, G. May 1998 Experimental
Retrieval Oglesby
A Convention For
RFC 2352 Using Legal Names as 0. Vaughan May 1998 Obsoletes RFC 2240 Informational
Domain Names
Building Directories
ASCIL . - R. Moats, R. February .
RFC 2517 PDF ’ | from DNS: Experiences Huber . 1999 Informational

from WWWSeeker

&
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Obsoletes RFC 2065, Obsoleted by
RFC 4033, RFC 4034, RFC 4035,
Updates RFC 2181, RFC 1035,

RFC 2535 ASCII, | Domain Name System D. Eastlake March RFC 1034, Updated by RFC 2931, Proposed
ol PDF Security Extensions 3rd 1999 RFC 3007, RFC 3008, RFC 3090, Standard
RFC 3226, RFC 3445, RFC 3597,
RFC 3655, RFC 3658, RFC 3755,
RFC 3757, RFC 3845
DSA KEYs and SIGs in
RFC 2536 £3CIL | the Domain Name e b Updated by RFC 6944 Sanosed
— System (DNS)
RSA/MD5 KEYs and
RFC 2537 £3CIL | s16Gs in the Domain e s Obsoleted by RFC 3110 rpose
SR Name System (DNS)
Storing Certificates in D. Eastlake
RFC 2538 £3CIL | the Domain Name 3rd, O. s Obsoleted by RFC 4398 e
e System (DNS) Gudmundsson
Storage of Diffie-
ASCII, | Hellman Keys in the D. Eastlake March Proposed
REC 2539 PDF | Domain Name System | 3rd 1999 Updated by RFC 6944 Standard
(DNS)
Detached Domain
RFC 2540 I': '(::H’ Name System (DNS) ?l:dEastlake l:lgagr;h Experimental
—_ Information
DNS Security
RFC 2541 II:D—IE:IL Operational gr dEastIake I:I;;;h Obsoleted by RFC 4641 Informational
S Considerations
REC 2606 ASCII Reserved Top Level D. Eastlake Best Current
a.k.a. BCP 32 PDF | DNS Names 3rd, A, Panitz | JuNe 1999 | Updated by RFC 6761 Practice
ASCII, | Extension Mechanisms R August Proposed
RFC 2671 PDF | for DNS (EDNSO0) R 1999 Obsoleted by RFC 6891 Standard
ASCII, | Non-Terminal DNS August Obsoleted by RFC 6672, Updated by Proposed
REC 2672 PDF | Name Redirection M.Crawford | “7gg9 RFC 4592, RFC 6604 Standard

&
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hanged
) ) Obsoleted by RFC 6891, Updates (c
ASCII, | Binary Labels in the August s from
RFC 2673 PDF Domain Name System M. Crawford 1999 RFC 1035, Updated by RFC 3363, Proposed
RFC 3364, Errata
Standard
August 1999)
DNS extensions to P. Srisuresh,
ASCII, | Network Address G. Tsirtsis, P. September .
REC2694 PDF | Translators Akkiraju, A. 1999 Informational
(DNS_ALG) Heffernan
A DNS RR for A.
i 2762 )| 5EL | spectying thelocation | SUbTITCEen | februany | Dumojres AFCZ0I Updated by | Propcses
TR of services (DNS SRV) 3 & '
Esibov
ASCII IAB Technical Internet
RFC 2826 PDF ' | Comment on the Architecture May 2000 Errata Informational
R Unique DNS Root Board
P. Vixie, O.
Secret Key Transaction | Gudmundsson
ASCII, A ’ Updates RFC 1035, Updated by Proposed
RFC 2845 PDF Authentication for DNS | D. Eastlake May 2000 REC 3645, RFC 4635, RFC 6895 Standard
(TSIG) 3rd, B. 0 T R oo RO SRR A3 S0
Wellington
Historic
. hanged
DNS Extensions to (c
Updates RFC 1886, Updated by from
REC 2874 ASCII, | Support IPV6 Address | M. Crawford, |, 5400 | RFC 3152, REC 3226, RFC 3363, Proposed
PDF Aggregation and C. Huitema
g RFC 3364 Standard
Renumbering
January
2012)
The Naming Authority . Obsoleted by RFC 3401, RFC 3402
REC 2915 ngn, Pointer (NAPTR) DNS gér':’i':]a”'"g' R: ggggember REC 3403, RFC 3404, Updates 222222?3
i Resource Record RFC 2168
ASCII, September Proposed
RFC 2916 PDF E.164 number and DNS | P. Faltstrom 2000 Obsoleted by RFC 3761, Errata Standard
D. Eastlake
Domain Name System 3rd, E.
REC 2929 ‘:S(F:H' (DNS) IANA Brunner- g(e)ggember Obsoleted by REC 5395 Efasctti‘é:’ bent
o Considerations Williams, B.
Manning

RECEditor

1999

2000
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Secret Key

DNSSEC

REC 2930 ASCIL | Eqtablishment for DNs | D: Eastlake September |\, jated by REC 6895 ERopdser
PDF 3rd 2000 Standard
(TKEY RR)
DNS Request and
REC 2931 ASCIL, | rransaction Signatures | O: Eastlake September | \;,4ates RFC 2535 Proposed
PDF 3rd 2000 Standard
( SIG(0)s )
Secure Domain Name
ASCIIL - November | Obsoletes RFC 2137, Updates Proposed
RFC 3007 /| System (DNS) B. Wellington :
PDF Dynamic Update 2000 RFC 2535, RFC 2136 Standard
Domain Name System Obsoleted by RFC 4035, RFC 4033,
RFC 3008 £SCIL | security (DNSSEC) B. Wellington | YOYE™PE" | REC 4034, Updates RFC 2535, groposed
S Signing Authority Updated by RFC 3658
ASCII Liaison to IETF/ISOC January @
RFC 3026 PDF ! on ENUM R. Blane 5001 Informational
Reflections on the
RFC 3071 ;\SEII, DNS, RFC 1591, and J. Klensin ;gl())l;.uary Informational
SR Categories of Domains
OpenLDAP Root
ASCII, | Service An p . )
RFC 3088 PDF experimental LDAP K. Zeilenga April 2001 Experimental
referral service
DNS Security Obsoleted by RFC 4033, RFC 4034,
RFC 3090 £3CIL | Extension Clarification | E. Lewis ok RFC 4035, Updates RFC 2535, e
o on Zone Status Updated by RFC 3658
RSA/SHA-1 SIGs and
ASCII, | RSA KEYs in the D. Eastlake Obsoletes RFC 2537, Updated by Proposed
RFC 3110 PDF Domain Name System 3rd May 2001 RFC 6944, Errata Standard
(DNS)
ASCII A DNS RR Type for
RFC 3123 PDF ! | Lists of Address P. Koch June 2001 Experimental
— Prefixes (APL RR)
ASCIIT Notes from the State-
RFC 3130 PDF ' | Of-The-Technology: E. Lewis June 2001 Informational

&
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RFC 3152 . Obsoleted by RFC 3596, Updates
a.k.a. BCP 49 ﬁggu' 'I):ée;';g:“ of R. Bush ‘z‘gg‘l‘St REC 2874, REC 2772, RFC 2766, Ereasétii:"e”t
Fos ) RFC 2553, RFC 1886
*
Management
Guidelines &
RFC 3172 Operational !
a.k.a. BCP 52 | ISS(F:H’ Requirements for the G. Huston, Ed. gggiember Efasstﬁgrrent
e Address and Routing 2 00 l
Parameter Area
Domain ("arpa")
Applicability
RFC 3197 ;\S?II, Statement for DNS R. Austein g&\;imber Informational
i MIB Extensions
ASCII, | Indicating Resolver December | Updated by RFC 4033, RFC 4034, Proposed
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Requirements
XML Schemas for
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REC 8145 PDF Security Extensions Eg?:";;jp' Aprili2017 Standard
(DNSSEC)
Using Secure DNS to
y ASCII, | Associate Certificates P. Hoffman, J. o Z [] l 7
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)— Kato, S. Kerr
L . T P. Hoffman, P. October Proposed
! RFC 8484 DNS Queries over HTTPS (DoH) McManus 2018 Errata Standard
R. Bellis, S.
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HTML Networks (CDNs) Sullivan Standard
ASCII, Split DNS Configuration for the
RFC 8598 PDF, Internet Key Exchange Protocol &::t"él:s’ F- May 2019 gzgﬁ‘;z‘?_g
HTML Version 2 (IKEv2)
J. Dickinson, J.
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s NSEC and NSEC3: TTLs and = Proposed
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RFC 9250 ;;)I(_T, PDF, Corinactioiia Dickinson, A. Mankin May 2022 Proposed Standard
I, | oo | Dt .o
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Three Core Com onents (roDNS

Jomain name spacee esource Records

IN - internet
(LASS (H - chaos
(HS - hesiod) <— RFC2929
A - host address
CNAME - host alias
HINFO - host information
TYPE  MX - mail exchanger
NS - authoritative name server
PTR - pointer to a section of the domain
SOA - source of authority
TXT - text

Elements of a
Hierarchical Naming
System with Data

Associated with Each
Name
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Three Core Components of DNS

A host IPv4 address NSEC DNSSEC not existence(RF(4034)

AAAA host IPv6 address PTR pointer to CNAME (reverse zone)

CAA authorized certification authorities(RFC8639) RRSIG Resource Record signature(RF(4034)

CERT certificate in the DNS (RF(4398) SMIMEA  domain—certificate for sender auth

CNAME map a domain SO0A source of authority

DNAME map more domains SPF sender policy framework (obsoleted, now TXT)
DNSKEY ~ DNSSEC public key (RFC4034) SRV more servers for a domain with weight and priority
DS delegation signer DNSSEC (RFC4034) SSHFP ssh public key in the DNS (RF(4225)

HINFO historically host info. Today RFC848¢2 TLSA for standard DANE (RFC6698)

LOC host location (RFC1876) TXT text also on multiple lines

MX mail exchanger (with priority) URI map host on domain (RFC7553)

NS name server
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XX.LCS.MIT.EDU. IN

CH
ISI.EDU. MX
MX
VENERA.ISI.EDU. A
A
VAXA.ISI.EDU. A
A

hree Core Components of DNS
Jomain name space e Resource Records Hierarchical Naming

Elements of a

System with Data
Associated with Each
Name

A 10.0.0.44
A MIT.EDU. 2420

10 VENERA.ISI.EDU.

10 VAXA.ISI.EDU.

128.9.0.32

10.1.0.52

102027

128.9.0.33 REC 1034
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Three Core Components of DNS

RFC 1034
November 1987

Name Servers

The server software
that stores
information about the
hierarchical structure

and the corresponding

|(C.ISI.EDU,SRI-NIC.ARPA

| A.ISI.EDU)
tommm e — - S My Sy Sy +
| | |
MIL EDU ARPA
| (SRI-NIC.ARPA, | (SRI-NIC.ARPA, |
| A.ISI.EDU | €.ISTI.EDU) |
I —— | NI + | - A gmes b CLAls uis +
| | | | | | I
BRL NOSC DARPA | IN-ADDR SRI-NIC ACC
|
Fmm—————— Fmm e ————————— Fomm—— e ———————— Fe——————— +
| | | | |
ucI MIT | UDEL YALE

| (XX.LCS.MIT.EDU, ISI
| ACHILLES.MIT.EDU) |(VAXA.ISI.EDU,VENERA.ISI.EDU,
T | A.ISI.EDU)

LCS ACHILLES +-—F==-—s S e +

| | | | |

XX A C VAXA VENERA Mockapetris
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Three Core Components of DNS

SRI-NIC.ARPA. HOSTMASTER.SRI-NIC.ARPA. (

870611 ;serial
REC 1034 1800 ;refresh every 30 min
November 1987 300 ;retry every 5 min
604800 ;expire after a week
N S 86400) ;minimum of a day
NS A.ISI.EDU.
ame ervers NS C.1ISI.EDU.
NS SRI-NIC.ARPA.
MIL. 86400 NS SRI-NIC.ARPA.
The server software 86400 NS A.ISI.EDU.
that stores EDU. 86400 NS  SRI-NIC.ARPA.
. ) 86400 NS C.ISI.EDU.
information about the
. . SRI-NIC.ARPA. A 26.0.0.73
A 10+0+::0:51
hierarchical structure T .
and the [Orrespondin HINFO DEC-2060 TOPS20
ACC.ARPA. A 26.6.0.65
HINFO PDP-11/70 UNIX
MX 10 ACC.ARPA.

USC-ISIC.ARPA. CNAME C.ISI.EDU.
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Three [ore Components of DNS

Header
Question ONAME=ISI.EDU., QCLASS=IN,
Answer

Authority

Additional

&

_______________________ +
_______________________ +
QTYPE=MX
_______________________ +
---------- +
The software that ... i
fetches data from
name Sservers when T
Clients make requests  ARPISIIVIETRS
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Three Core Components of DN

___________________________________________________ +

Header | OPCODE=SQUERY, RESPONSE, AA |
o e e -

Question | QNAME=ISI.EDU., QCLASS=IN, QTYPE=MX |
o e e e e — - — —————————————— -

Answer | IST.EDU. MX 10 VENERA.ISI.EDU. |

| MX 20 VAXA.ISI.EDU. |

Authority | <empty>

e e e e e e e e e e e e P e e e
Additional | VAXA.ISI.EDU. 172800 ThESOﬁMENEthat

A
| 172800 A 128.9.MERIATOTNEIGRIO
| VENERA.ISI.EDU. 172800 A

A name servers when

| 172800
Clients make requests  ARPISIIVIETRS
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IN-ADDR.ARPA e IP6.ARPA (Address and Routing Parameter Area)

Special infrastructure TLDs for mapping IP addresses (IPv4 and IPv6) to hostnames (number-to-name

resolution) PP

Address numbers 10. 2. 0.32 can be seen in the following domain name:

52.0.2.10.IN-ADDR ARPA.

Address numbers 2001:db8::10:2:0:52 can be seen in the following domain name:

2.3.0.0.0.0.0.0.2.0.0.0.0.1.0.0.0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.IP6.ARPA.
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RFC 2826 |AB Technical Comment on the Unique DNS Roat, maggio 2000

To remain a global network, the Internet requires the existence of a
globally unique public name space. The DNS name space is
nierarchical name space derived from a single, globally unique rogt.
This is a technical constraint inherent in the design of the DNS.
Therefore it is not technically feasible for there to be more than

one root in the public DNS. That one root must be supported by a set
of coordinated root servers administered by a unique naming
authority.
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RFC 2826 |AB Technical Comment on the Unique DNS Roat, maggio 2000

The requirement for uniqueness within a domain further implies that
there be some mechanism to prevent name conflicts within a domain.
In DNS this is accomplished by assigning a single owner or maintainer
to every domain, including the root domain, who is responsible for
ensuring that each sub-domain of that domain has the proper records
associated with it. This is a technical requirement, nat a policy choice.
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DNS between Security and Privacy

o [DNSoverTLS
e NS over HTIPS
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https://dnsprivacy.org

DNS Privacy
Project WELCOME TO THE DNS PRIVACY PROJECT

Q Search.. Quick Start Links

A Home > DNS Privacy > For Users > For Operators > DNS Privacy Workshop

1. The Problem
This site is the home of a collaborative open project to promote, implement and deploy DNS Privacy. The goals of this project include:

The Solutions
S ChrantWork (1) Raising awareness of the issue of DNS Privacy
(2) Empowering users to take advantage of DNS Privacy tools and resources (client applications, DNS Privacy resolvers)
S Privacy Tutorial (3) Evolving the DNS to support DNS Privacy and in particular developing new DNS Protocol standards
(4) Working towards full support for DNS Privacy in a range of Open Source DNS implementations including: getdns, Unbound, NSD, BIND, PowerDNS and
Knot (Auth and Resolver)

Test Servers (5) Co-ordinating deployment of DNS Privacy services and documenting operational practices

5. Public Reso

DS ERY vl Among the many contributors to this project are Sinodun IT, NLnet Labs, SalesForce, Surftnet, NLnet Foundation, OTF, Stephane Bortzmeyer and No

Daemon - Stubby Mountain Software.

inodun [ T

). Implementa Status

10. Running a DNS

O

11. Encrypted Zone Transfer
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PRIVACY

RFC 7626
- ONAME and source IP (and maybe source port)

- (ache of resolvers
- Eavesdropping on the Cable, Authoritative Servers,
and Recursive Resolvers
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Antonio Prado - DNS Through Time

ner words, privacy is a functional requirement:

won't work. It relies on an
encrypted connection.
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In ather words,
to function,

&

PRIVACY

Opportunistic privacy

Orivacy Is not required

0r the system

Ut it is preferred wher
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DoT, DNS over TLS

RFC 7838
Preventing Query Surveillance — Promating Privacy
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Over th
Server

Sess|on

establishing

ICP

DoT, DNS over TLS

— Handshake TLS

e encrypted channel, the client sends a query and the

esponds. Ic

eally, bath should reuse the same

for subseq

&

lent messages, to reduce the overr

ew connections.
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DTLS, DNS over Datagram TLS

RFC 8094 (experimental)
Preventing Query Surveillance — Promating Privacy
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DTLS, DNS over Datagram TLS

UDP — Handshake TLS

Once the DTLS handshake is successfully completed, the connection is
encrypted and protected against eavesdropping. Encryption also
provides, to some extent, assurance of data integrity. However, to
dchieve stronger protection against attackers attempting to
iImpersonate a legitimate server, it is essential that the server itself is
authentlcated
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DoH, DNS over HTTPS

RFC 8434

Queries and responses via HTTP URIs over TLS (i.e., HTTPS)
Transport follows the rules of the HTTP pratocol: the client formats a query according to a
predefined model and sends it to the server using either the GET or POST method.
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DoH, DNS over HTTPS

RFC 8434

The server Is required to support at least HTTP /.

Privacy is ensured through encryption and server authentication

Security depends on the robustness of the underlying TLS protocol.
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DNSSEC

DNS responses may be tampered with or originate from g
malicious (poisoned) source.
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Cryptography

ﬂblic—key cryptography. For each domain name (zone), there exists a
key pair: a public key and a private key. On one side, the zone
administrator uses the private key (kept secret and securely stored) to
sign the domain-related data and generate digital signatures. On the
gther side, the public key is published within the zone itself, so that
anyone can freely access it and use it to verify the authenticity of the

DNS data. /
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RESOLVER
/[he resolver queries the public key found in the zone and uses it to Verify

whether the DNS data is consistent with the signatures, also present in
the zone, that were previously generated by the zone administrator using
their private key. The resolver can return two types of responses to the
user: Positive, if the verification of the signed data succeeds with the
public key; Negative, if the verification fails — raising a reasonable
suspicion that some kind of attack may be underway.

4
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ISPs at the Crossroads of
Cybersecurity and Censorship
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Italy: The Current Landscape
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Censorship is the suppression of speech, public communication, or other
information. This may be done on the basis that such material is considered
objectionable, harmful, sensitive, or "inconvenient".[2l3l4] Censorship can be
conducted by governments!®! and private institutions. ! When an individual such
as an author or other creator engages in censorship of their own works or
speech, it is referred to as self-censorship. General censorship occurs in a variety
of different media, including speech, books, music, films, and other arts, the
press, radio, television, and the Internet for a variety of claimed reasons including
national security, to control obscenity, pornography, and hate speech, to protect
children or other vulnerable groups, to promote or restrict political or religious
views, and to prevent slander and libel. Specific rules and regulations regarding
censorship vary between legal jurisdictions and/or private organizations.
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Censorship: Two Contexts of Implementation

(ontent (ontent
Publication Consumption

Prevent the content from being made Impose restrictions on Internet users to block
available online (or take it down if it has access to censored content
already been published)
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Why Censorship?

Collective Individual
Interests Interests

such as the fight against child such as the protection of
pornography copyright
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Techniques of Censorship

DNS

Redirecting to o Dedicated
Explanatory Landing Page

a

ROUTING

N

IP Blackholing Based on Blocklists

<

/
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FlashStart:

Internet Protection

\

Z'

\
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